AirZip® FileSECURE™

AN ENTERPRISE OR WORKGROUP LEVEL SOLUTION

SECURE SCAN PERSISTENT SECURITY

SHARP

Protect and track files —
wherever they are sent

AirZip's FileSECURE provides persistent security to sensitive
information, enabling you to protect it everywhere it goes

and every time it is accessed. Unlike encryption-only or VPN,
FileSECURE access permissions (View, Print, Copy) are easily
established for each recipient, can be modified after distribution,
and each use of protected information is tracked. Additionally,
privileges can be easily designated to take effect and/or expire
at specific times. With this communication tool, secured files can

now be distributed with confidence and used only as you permit.

FileSECURE can be integrated with Sharp Digital IMAGERs

and Document Communication Systems, creating an efficient
process for protecting and distributing scanned images. This
automatic ScanSecure functionality makes securing scanned
documents as easy as a press of a button. You can even select
security settings and recipients from your digital IMAGER's
touchpad. FileSECURE can also be used to secure electronic files
right from your desktop. This can be done through Sharpdesk’s™
intuitive, file management interface or by using FileSECURE as a
stand-alone application.

Communicate with confidence with Sharp Digital IMAGERs
and FileSECURE.

Key Features

Protect private information in secured files everywhere
it goes and every time it is accessed :

Track and report on all uses of priva
in secured files

Access rights (View, Print, Copy, Control) are
individually assigned to users and documents

Distribute documents with specific time-based
access privileges

Change permissions dynamically, even after the
file is distributed

Persistently secure electronic information with
AES 256 bit encryption

Effortless integration with Sharpdesk’s workspace

Automatic ScanSecure with Sharp
Digital IMAGERs
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Easily set document permissions, including predefined
category and custom permissions—as well as set date
and time access privileges.




AirZip® FileSECURE™
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ment is now requiring business to protect
the use of confidential information. Sharp
Digital IMAGERs and AirZip FileSECURE can
help you meet requirements for better con-
trol of electronic documents, security policy

better positioning your organization in
today’s digital marketplace.

Efficiently protect scanned images
Leverage the inherent cost advantages
in electronic distribution with the added

File Tracking provides detailed reports of each use of
protected information.
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Easily mana?e document access rights, either by group
or individual.

3. FileSECURE
Server/Database

AirZip FileSECURE

How information is protected 1. FileSECURE

Author
(Sender)

Client Authentication

1. FileSECURE Author allows you to set security permissions that FileID and Rights Deposit
determine who can use files. Easily change access permissions,
such as view, print, copy, and control at any time. The original file

remains retrievable.

Internet
Extranet
Intranet

2. FileSECURE Reader enables users inside or outside
your organization to access files that enforce your security
policies. The Reader opens automatically when the user
clicks a file.
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Note: This application has
memory and platform
requirements. See below.

3. FileSECURE Server manages file encryption keys, permission
assignments, and user account information. Protected files pass
directly from the Author to the recipient — never touched by
the FileSECURE server.

CLIENT
Platforms

2. FileSECURE
Reader

(Recipient)

Microsoft Windows 98 SE, ME, 2000, 2003, XP or NT 4.x, all with the latest service packs and Windows updates.
Microsoft Internet Explorer 5.0 or above.

FileSECURE Manager requires 35MB of disk space; Super User requires 5SMB of disk space; FileSECURE Author
(includes Reader) requires 25MB of disk space; FileSECURE Reader requires 15MB of disk space.

Minimum required to run the above Windows operating systems.

Internet access (or Intranet for closed networks)

Outlook, Outlook Express, Lotus Notes 6, AOL, Netscape Messenger, Eudora. Optional SMTP servers can be
used for e-mail communication.

Computer Memory

Computer Processor
Computer Network Interface
E-Mail Clients

SERVER

Platforms Microsoft Windows 2000, 2000 Server, XP or 2003 Server, all with the latest service packs and Windows updates.
Linux OS with kernel version 2.4.9-31 or above, Solaris 8+.

Databases Microsoft Windows 2000, 2000 Server, and 2003 Server use either the AirZip supplied Embedded Database,
Microsoft SOL Server 2000 SP3 or Oracle 9i Release 2. Windows XP uses the AirZip Embedded Database. Linux
and Solaris use PostgreSQL 7.3.3 or later.

Processor Requires a 1+ GHz single or multiple CPU machine with at least 0.5GB of RAM is recommended.

Memory Requires at least 3GB of free space for database growth.

Network Interface
LDAP Directory Synchronization

Server requires an X.509 Certificate

IBM® Lotus® Domino® 5, Microsoft® Active Directory™, or Sun® One Directory Server versions 5.2, SUN
(Netscape/IPlanet).

TCP/IP, SSL

Scan document to folder location (AR-NS1, AR-NS2, AR-NS3, FO-NS2)

Input email address and custom permissions at the LCD touch panel (Sharp AR-M237, M277, AR-M355,
AR-M455, AR-M550, AR-M620 and AR-M700).

Network Protocols
DIGITAL IMAGER

Design and specifications subject to change without notice.
*ASIS International Trends in Proprietary Information Loss;

Survey Report: September 2002.

Sharp is a registered trademark of Sharp Corporation. AirZip is a registered
trademark and FileSECURE is a trademark of AirZip, Inc. All other trademarks
and registered trademarks are property of their respective holders.
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